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1 In 2006, FinCEN (the US Financial Crimes Enforcement Network) identified commercial real 
estate as the most mentioned money-laundering market activity in a random selection of 
suspicious activity reports (SARs). There has been considerable press on illicit finance in real 
estate markets and complete reports by intergovernmental agencies outlining specific real 
estate related techniques. In response FinCEN issues “Geographic Targeting Orders” (GTOs) 
that require additional reporting in high-risk areas such as Manhattan, Honolulu, Miami, Los 
Angeles, San Diego, San Mateo, and San Francisco – which are all currently under a GTO set to 
end in March of this year. Many believe that illicit finance in these markets artificially raise 
home values, pricing many out the market and harming the community. Others have cited 
security concerns, naming a January 2017 GAO report that found that the GSA leases buildings 
with foreign owners to high-security agencies such as the FBI and Homeland Security. GAO was 
unable to identify the beneficial owners of a third of 1,406 high-security leases it examined. 
2 The DC-based advisory group, Global Financial Integrity, monitors and reports on illicit 
financial flows around the world. One of the many methods used to calculate amounts (an 
estimated $1 trillion a year out of the developing world) is by analyzing discrepancies in 
publically available trade data. I have written about this issue in the Cambodian sand market. A 
previous witness to this committee, John Cassara, is considered a leading expert on the practice 
of trade-based money laundering (TBML). 

https://www.fincen.gov/money-laundering-commercial-real-estate-industry
https://www.nytimes.com/2015/02/08/nyregion/stream-of-foreign-wealth-flows-to-time-warner-condos.html?rref=collection%2Fnewseventcollection%2Fshell-company-towers-of-secrecy-real-estate&action=click&contentCollection=us&region=rank&module=package&
http://www.fatf-gafi.org/media/fatf/documents/reports/ML%20and%20TF%20through%20the%20Real%20Estate%20Sector.pdf
https://www.fincen.gov/sites/default/files/shared/Real%20Estate%20GTO%20Order%20-%208.22.17%20Final%20for%20execution%20-%20Generic.pdf
https://www.nytimes.com/2017/07/21/upshot/when-the-empty-apartment-next-door-is-owned-by-an-oligarch.html
https://www.gao.gov/assets/690/681883.pdf
http://www.gfintegrity.org/
http://www.gfintegrity.org/report/illicit-financial-flows-to-and-from-developing-countries-2005-2014/
http://www.aei.org/publication/the-international-sand-market-dictators-and-criminals/
http://www.johncassara.com/index.html
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3 The House Foreign Affairs Committee recently estimated that North Korea receives between 
$1.2 and $2.3 billion annually from international slave labor. My colleague, Nicholas Eberstadt, 
recently outlined in “The Method to North Korea’s Madness” the many ways in which North 
Korea uses illicit finance to further its nuclear ambitions.  
4 The Foundation for the Defense of Democracies played a key role in the recent Reza Zarrab 
investigation and conviction of the Turkish banker Mehmet Hakan Atilla in a multi-billion-dollar 
money-laundering scheme run out of Turkey (presumably with the blessing of Erdogan) for Iran 
that successfully evaded US sanctions on Iran in 2013 and 2014, prior to the JCPOA. The trade-
based scheme, involving over-invoicing gold, was discovered by the non-profit non-partisan 
policy institute by reviewing publically available Turkish trade data.  
5 For an academic review of the development of the term and the practice of “kleptocracy” see 
the Journal of Democracy’s recent special issue on “The Rise of Kleptocracy” (Published for the 
National Endowment for Democracy by the Johns Hopkins University Press). For important 
policy analysis in this new area of inquiry, see a series of special reports from the Hudson 
Institute’s “Kleptocracy Initiative.”  
6 For analysis of the rise of this norm, the resulting spread of anti-money laundering laws, and 
an assessment of their general effectiveness, see Sharman, J.C. 2017. “The Despot’s Guide to 
Wealth Management.” Cornell University Press. 
7 Equatorial Guinea is famous for having the highest GDP per capita on the continent and the 
highest levels of poverty. Its wealth came from the discovery of oil, but it has been kept 
exclusively by the Obiang family and invested overseas. The country’s Vice President had a $30 
million Malibu mansion seized, reportedly owns Michael Jackson’s diamond glove and 

https://foreignaffairs.house.gov/blog/stopping-north-koreas-slave-labor-exports/
http://www.aei.org/spotlight/the-method-in-north-koreas-madness/
http://www.defenddemocracy.org/about-fdd
https://www.theatlantic.com/international/archive/2018/01/iran-turkey-gold-sanctions-nuclear-zarrab-atilla/549665/
https://www.journalofdemocracy.org/clusters/rise-kleptocracy
http://kleptocracyinitiative.org/
https://www.amazon.com/Despots-Guide-Wealth-Management-International/dp/1501705512/ref=sr_1_fkmr0_1?ie=UTF8&qid=1517761751&sr=8-1-fkmr0&keywords=despots+guide+to+investment
https://www.amazon.com/Despots-Guide-Wealth-Management-International/dp/1501705512/ref=sr_1_fkmr0_1?ie=UTF8&qid=1517761751&sr=8-1-fkmr0&keywords=despots+guide+to+investment
http://www.latimes.com/local/crime/la-me-malibu-kleptocrat-20141011-story.html
https://www.nytimes.com/2016/12/30/business/justice-department-tries-to-shield-repatriations-from-kleptocrats.html
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moonlights as a rap music promoter in New York, and in France was recently tried and 
convicted in absentia of corruption and money-laundering related to real estate purchases. 
8 5AMLD is also known the “compromise text” of revisions to 4AMLD. Groups such as the 
Association of Certified Anti-Money Laundering Specialists (ACAMS) regularly track and offer 
analysis of these developments. 
9 The Egmont Group began in 1995 as a small group of “financial disclosure units” in a handful 
nations working to explore methods of cooperation. The group rapidly grew to 155 member 
nations that now house “financial intelligence units.” 
10 The Financial Action Task Force (FATF) is an inter-governmental policymaking body whose 
purpose is to establish international standards, and to develop and promote policies, both at 
national and international levels, to combat money laundering and the financing of terrorism. It 
was formed in 1989. 
11 I have written about the true aims of these anti-corruption campaigns elsewhere. I have also 
written about threats posed when these campaigns succeed.  
12 This issue resides at the center of current debates surrounding the role of CFIUS.  

https://www.theguardian.com/world/2017/oct/27/son-of-equatorial-guineas-president-convicted-of-corruption-in-france
http://data.consilium.europa.eu/doc/document/ST-13872-2016-INIT/en/pdf
http://www.acams.org/aml-resources/samantha-sheens-blog/5th-anti-money-laundering-directive/
https://egmontgroup.org/en/content/about
https://www.fincen.gov/resources/international/egmont-group-financial-intelligence-units
https://egmontgroup.org/en/content/financial-intelligence-units-fius
http://www.fatf-gafi.org/
https://www.fincen.gov/resources/international/financial-action-task-force
http://www.newsweek.com/are-anti-corruption-sweeps-saudi-arabia-and-china-real-711713
http://www.aei.org/publication/chinas-strongman-politics-is-a-bigger-threat-than-you-think/
http://www.aei.org/publication/cfius-chinese-investment-and-how-to-improve-both/
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13 These strategic considerations could help inform future actions of the Justice Department’s 
Money-Laundering and Asset Recovery Section (MLARS) and the international unit’s 
“Kleptocracy Asset Recovery Initiative.”  

https://www.justice.gov/criminal-mlars
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14 Olson, Mancur. 2000. “Power and Prosperity: Outgrowing Communist and Capitalist 
Dictatorships.” Basic Books. 

https://www.law.cornell.edu/uscode/text/18/1957
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15 The “Frequently Asked Questions” FinCEN document states that “For purposes of the CDD 
Rule, covered financial institutions are federally regulated banks and federally insured credit 
unions, mutual funds, brokers or dealers in securities, futures commission merchants, and 
introducing brokers in commodities.”  

https://www.hudson.org/research/13981-the-united-states-of-anonymity
http://nationalinterest.org/feature/security-check-are-americas-banks-ready-stop-terrorists-23781
https://www.fincen.gov/sites/default/files/2016-09/FAQs_for_CDD_Final_Rule_%287_15_16%29.pdf
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16 In the United Kingdom, the registry is called the “Persons of Significant Control” registry. The 
summary guide for companies includes detailed instructions. It also states that the registry will 
be made public and companies have 14 days to update control data after any changes or face 
fines and/or jail. The list is housed and managed by a UK government entity called “Companies 
House.” Most US legislation under consideration keeps the registry private and only available to 
law enforcement, often only with a warrant, and typically there is a 60-day time period to 
report changes in ownership structure. 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/621568/170622_NON-STAT_Summary_Guidance_4MLD_Final.pdf
https://www.gov.uk/government/organisations/companies-house
https://www.gov.uk/government/organisations/companies-house
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